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IN THE CLAIMS 
Please amend the claims as follows: 

Claim 1 (Currently Amended): A mutually authenticating method for mutually 
authenticating a reproducing apparatus and an information processing apparatus, the 
reproducing apparatus compri s in g including a reproducing portion for reading content 
information from a recording medium havmgmcluding revocation information and 
information unique to the recording medium, the revocation information beifig used to 
determine whether or not an electronic device is illegal, the reproducing apparatus b e ing 
configured to transmit and receive the content information to and from the information 
processing apparatus for processing the content information, the mutually authenticating 
method comprising the st e ps of : 

causing the reproducing apparatus to determine whether or not the reproducing 
apparatus itself should be invalidated using information that represents the reproducing 
apparatus and the revocation information; 

causing the information processing apparatus to determine whether or not the 
information processing apparatus itself should be invalidated using the information that 
represents the information processing apparatus and the revocation information; and 

causing the reproducing apparatus and the information processing apparatus to 
mutually authenticate each other using both first key information generated when afee 
determined result atof the reproducing apparatus first determining st e p does not represent that 
the reproducing apparatus should be invalidated and second key information generated when 
^a determined result atof the information processing apparatus socond d e t e rmining stop does 
not represent that information processing apparatus should be invalidated. 

4 



Application No,: 10/505,175 

Reply to Office Action dated August 9, 2007 

Claim 2 (Currently Amended): The mutually authenticating method as set forth in 
claim 1, 

wherein the causing the reproducing apparatus and the information processing 
a pparatus to m utually authenticate each othe r authonticating st e p comprises th e st e ps of : 

causing the reproducing apparatus to confirm whether or not the information 
processing apparatus normally operates through athe transferring means; and 

causing the information processing apparatus to confirm whether or not the 
reproducing apparatus normally operates through the transferring means. 

Claim 3 (Currently Amended): The mutually authenticating method as set forth in 
claim 2, further comprising the steps of : 

causing the reproducing apparatus to generate a first random nvimber and a third 
random number; 

causing the reproducing apparatus to perform a predetermined calculation; 

causing the information processing apparatus to generate a second random number 
and a fourth r2indom number; and 

causing the information processing apparatus to perform a predetermined calculation, 

wherein the causing the reproducing apparatus to confirm includes first confirmi ng 
step compris e s the steps of: 

causing the reproducing apparatus and the information processing apparatus to 

mutually exchange athe first random number generat e d at th e first random numb e r 
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gonorating stop with a and the second random number generated at th e s e cond random 
number generating stop;^ and 

causing the reproducing apparatus to compare a^ result calculated at th e first 
calculating step b v the reproducing apparatus using at least the first key information, 
the first random number, and the second random number, the first random number 
and the second random number having been mutually exchanged, with #iea result 
calculated at th e s e cond calculating st e p b v the information processing apparatus using 
at least the second key information, the first random number, and the second random 
number, the second key information, the first random number, and the second random 
number having been transmitted fi-om the information processing apparatus through 
the transferring means, the first random number and the second random number 
having been mutually exchanged, and 

wh e r e in the causing the information processing apparatus to confirm includes s e oond 
confirming st e p compris e s th e st e ps of: 

causing the reproducing apparatus and the information processing apparatus to 
mutually exchange athe third random number g e n e rat e d at th e first random numb e r 
g e n e rating stop with a and the fourth random numbe r gen e rat e d at the s e cond random 
numb e r gonorating stop;^ and 

causing the information processing apparatus to compare afee result calculated 
at th e first calculating st e p bv the reproducing apparatus using at least the first key 
information, the third random number, and the fourth random number, the first key 
information, the third random number, and the fourth random number having been 
transmitted fi-om the reproducing apparatus through the transferring means, the third 
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random number and the fourth random number having been mutually exchanged, with 
thea result calculated at th e second oaloulating st e p bv the information processing 
a pparatus using at least the second key information, the third random number, and the 
fourth random number, the third random number and the fourth random number 
having been mutually exchanged. 

Claim 4 (Currently Amended): A computer-readable medium including computer 
executable instructions, wherein the instructions, when executed by a processor, cause the 
processor to perform p rogram for a mutually authenticating method for mutually 
authenticating a reproducing apparatus and an information processing apparatus, the 
reproducing apparatus comprisin g including a reproducing portion for reading content 
information from a recording medium havi egincluding revocation information and 
information unique to the recording medium, the revocation information b e ing used to 
determine whether or not an electronic device is illegal, the reproducing apparatus b e ing 
configured to transmit and receive the content information to and from the information 
processing apparatus for processing the content information, the mutually authenticating 
method comprising th e st e ps of : 

causing the reproducing apparatus to determine whether or not the reproducing 
apparatus itself should be invalidated using information that represents the reproducing 
apparatus and the revocation information; 

causing the information processing apparatus to determine whether or not the 
information processing apparatus itself should be invalidated using the information that 
represents the information processing apparatus and the revocation information; and 
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causing the reproducing apparatus and the information processing apparatus to 
mutually authenticate each other using both first key information generated when athe 
determined result of the reproducing apparatus at th e first det e rmining step does not represent 
that the reproducing apparatus should be invalidated and second key information generated 
when atbe determined result of the information processing apparatus at the oocond 
d e t e rmining step does not represent that information processing apparatus should be 
invalidated. 

Claim 5 (Canceled). 

Claim 6 (Currently Amended): A signal processing system comprising! 

a reproducing apparatus; and 

an information processing apparatus, wherein 

the reproducing apparatus comprisin g includes a reproducing portion for reading 
content information from a recording medium bavift gincluding revocation information and 
information unique to the recording medium, the revocation information b e ing used to 
determine whether or not an electronic device is illegal, the reproducing apparatus b e ing 
configured to transmit and receive the content information to and from the information 
processing apparatus for processing the content information, wh e r e in 

the reproducing apparatus further compris e si including first determining means for 
determining whether or not the reproducing apparatus itself should be invalidated using 
information that represents the reproducing apparatus and the revocation information, 
wher e in 
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the information processing apparatus oompris e s: including second determining means 
for determining whether or not the information processing apparatus itself should be 
invalidated using the-information that represents the information processing apparatus and the 
revocation information, and vvhoroin 

the signal processing system furth e r comprises: includes 

mutually authenticating means for causing the reproducing apparatus and the 
information processing apparatus to mutually authenticate each other using both first 
key information generated when a^ determined result of the first determining means 
does not represent that the reproducing apparatus should be invalidated and second 
key information generated when thea determined result of the second determining 
means does not represent that the information processing apparatus should be 
invalidated[[;]]i and 

common key generating means for generating a common key that is in 
common with the reproducing apparatus and the information processing apparatus 
after the mutually authenticating means has mutually authenticated the reproducing 
apparatus and the information processing apparatus. 

Claim 7 (Cunently Amended): The signal processing system as set forth in claim 6, 
wherein the mutually authenticating means comprises: 

first confirming means for confirming whether or not the information processing 
apparatus normally operates through athe tremsferring means; and 

second confirming means for confirming whether or not the reproducing apparatus 
normally operates through the transferring means. 
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Claim 8 (Currently Amended): The signal processing system as set forth in claim 7, 

wherein the reproducing apparatus further includes compris es : 

first random number generating means for generating a random number[[;]]^ and 

first calculating means for performing a predetermined calculation, 

wh e r e in the information processing apparatus further includes compri se s : 

second random number generating means for generating a random number[[;]]i and 

second calculating means for performing a predetermined calculation, 

wh e r e in the first confirming means includes compris e s: 

first random number exchanging meeins for mutually exchanging a first random 
number generated by the first random number generating means with a second random 
number generated by the second random number generating means between the reproducing 
apparatus and the information processing apparatus[[;]]^ and 

first comparing means for comparing thea result calculated by the first calculating 
means of the reproducing apparatus using at least the first key information, the first random 
number, and the second random number, the first random number and the second random 
number having been mutually exchanged, with thea result calculated by the second 
calculating means of the information processing apparatus using at least the second key 
information, the first random number, and the second random number, the second key 
information, the first random number, and the second random number having been 
transmitted from the information processing apparatus through the transferring means, the 
first random number and the second random number having been mutually exchanged, and 

wher e in the second confirming means includes compris e s: 

10 



Application No.: 10/505,175 

Reply to Office Action dated August 9, 2007 

second random number exchanging means for mutually exchanging a third random 
number generated by the first random number generating means with a fourth random 
number generated by the second random number generating means[[;]]i and 

second comparing means for comparing thea result calculated by the first calculating 
means of the reproducing apparatus using at least the first key information, the third random 
number, and the fourth random number, the first key information, the third random number, 
and the fourth random number having been transmitted firom the reproducing apparatus 
through the transferring means, the third random number and the fourth random number 
having been mutually exchanged, with thea result calculated by the second calculating means 
of the information processing apparatus using at least the second key information, the third 
random number, and the fourth random number, the third random number and the fourth 
random number having been mutually exchanged. 

Claim 9 (Original): The signal processing system as set forth in claim 8, 
wherein the common key generating means comprises: 

third random number exchemging means for mutually exchanging a fifth random 
number generated by the first random number generating means with a sixth random number 
generated by the second random number generating means between the reproducing 
apparatus and the information processing apparatus; 

first common key generating means for generating the common key for the 
reproducing apparatus using at least the first key information, the fifth random number, and 
the sixth random number; and 
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second common key generating means for generating the common key for the 
information processing apparatus using at least the second key information, the fifth random 
number, and the sixth random number. 

Claim 10 (Currently Amended): The signal processing system as set forth in claim 9, 
further comprising[[:]] first transmitting means for transmitting information from the 
reproducing apparatus to the information processing apparatus through the transferring means 
in accordance with a common key encrypting system using the common key, 

wherein the reproducing apparatus further includin g compris e s; intermediate key 
information generating means for generating key information unique to the recording 
medium using the first key information and the information unique to the recording medium. 

Claim 1 1 (Original): The signal processing system as set forth in claim 10, further 
comprising: 

key information encrypting means for encrypting third key information using at least 
the key information unique to the recording medium; 

encryption key information recording means for recording the third key information 
encrypted by the key information encrypting means to the recording medium; 

final encryption key generating means for generating a content information encryption 
key in accordance with the third key information; and 

content information recording means for recording content information encrypted 
using the content information encryption key to the recording medium. 



12 



Application No.: 10/505,175 

Reply to Office Action dated August 9, 2007 

Claim 12 (Currently Amended): The signal processing system as set forth in claim 

11, 

wherein the information processing apparatus comprises the key information 
encrypting means, the encryption key information recording means, the final encryption key 
generating means, and the content information recording means, and 

wh e rein the first transmitting means transmits is configured to transmit the key 
information unique to the recording medium to the information processing apparatus. 

Claim 13 (Currently Amended): The signal processing system as set forth in claim 

12, 

wherein the third key information is key information in accordance with a seventh 
random number generated by the first random number generating means of the reproducing 
apparatus, and 

wh e r e in the first transmitting means transmits is configur e d to transmit the third key 
information to the information processing apparatus. 

Claim 14 (Original): The signal processing system as set forth in claim 12, 
wherein the third key information is key information in accordance with an eighth 

random number generated by the second random number generating means of the 

information processing apparatus. 

Claim 1 5 (Currently Amended): The signal processing system as set forth in claim 

11, 
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wherein the information processing apparatus compris e s includes the key information 
encrypting means, the encryption key information recording means, and the content 
information recording means, 

wh e rein the first transmitting means transmits is configur e d to transmit the key 
information unique to the recording medium to the information processing apparatus, 

wher e in the reproducing apparatus comprises the final encryption key generating 
means, and 

wh e r e in the first transmitting means transmits is configur e d to transmit the content 
information encryption key generated by the final encryption key generating means to the 
information processing apparatus. 

Claim 16 (Original): The signal processing system as set forth in claim 15, 
wherein the third key information is key information in accordance with a ninth 

random number generated by the first random number generating means of the reproducing 

apparatus. 

Claim 17 (Currently Amended): The signal processing system as set forth in claim 

15. 

wherein the third key information is key information in accordance with a tenth 
random number generated by the second random number generating means of the 
information processing apparatus, and 

wh e r e in the signal processing system further includes compri se s: 
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second transmitting means for transmitting information from the information 
processing apparatus to the final encryption key generating means of the reproducing 
apparatus through the transferring means in accordance with the common key encrypting 
system using the common key. 

Claim 1 8 (Currently Amended): The signal processing apparatus as set forth in claim 
10, further comprising: 

key information decrypting means for decrypting fourth key information that has been 
encrypted and read from the recording medium using at least the key information unique to 
the recording medium; 

final decryption key generating means for generating a^content information decryption 
key in accordance with the fourth key information; and 

content information decrypting means for decrypting the content information using 
the content information decryption key. 

Claim 19 (Original): The signal processing system as set forth in claim 18, wherein 
the information processing apparatus comprises the final decryption key generating means 
and the content information decrypting means. 

Claim 20 (Currently Amended): The signal processing system as set forth in claim 
19, wherein the information processing apparatus comprises the key information decrypting 
means, and 
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wh e rein t he first transmitting means transmits is configured to transmit the key 
information unique to the recording medium to the information processing apparatus. 

Claim 21 (Currently Amended): The signal processing system as set forth in claim 
19, wherein the reproducing apparatus comprises the key information decrypting means, and 

wher e in the first transmitting means transmits is configur e d to transmit th e decrypted 
fourth key information to the information processing apparatus. 

Claim 22 (Original): The signal processing system as set forth in claim 18, wherein 
the reproducing apparatus comprises the final decryption key generating means. 

Claim 23 (Currently Amended): The signal processing system as set forth in claim 
22, wherein the reproducing apparatus comprises the key information decrypting means, and 

wherein the first transmitting means transmits is configured to transmit the content 
information decryption key generated by the reproducing apparatus to the information 
processing apparatus. 

Claim 24 (Currently Amended): A reproducing apparatus for a signal processing 
system, the reproducing apparatus comprisin g including a reproducing portion for reading 
content information fi"om a recording medium havi ftgincluding revocation information and 
information unique to the recording medium, the revocation information b e ing used to 
determine whether or not an electronic device is illegal, the reproducing apparatus b e ing 
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configured to tr£insmit the content information to an information processing apparatus for 
processing the content information, 

wherein the reproducing apparatus further compris e s comprising : 
first determining means for determining whether or not the reproducing apparatus 
itself should be invalidated using information that represents the reproducing apparatus and 
the revocation information; 

mutually authenticating means for mutually authenticating the information processing 
apparatus using both first key information generated when athe determined result of the first 
determining means does not represent that the reproducing apparatus should be invalidated 
and second key information generated when a^ determined result of a second determining 
means does not represent that the information processing apparatus should be invalidated; 
and 

common key generating means for generating a common key that is in common with 
the information processing apparatus after the mutually authenticating means has mutually 
authenticated the information processing apparatus. 

Claim 25 (Currently Amended): An information processing apparatus for receiving 
content information from a reproducing apparatus through transferring means, the content 
information beiftg read from a recording medium includingjiaviftg revocation information £ind 
information unique to the recording medium, the revocation information being used to 
determine whether or not an electronic device is illegal, the information processing apparatus 
b e ing configured to process the content information, the information processing apparatus 
comprising: 
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second determining means for detemiining whether or not the information processing 
apparatus itself should be invalidated using first key information, information that represents 
the information processing apparatus, and the revocation information, the first key 
information b e ing generated when a determined result of first determining means of the 
reproducing apparatus does not represent that the reproducing apparatus itself should be 
invalidated using information that represents the reproducing apparatus and the revocation 
information; 

mutually authenticating means for mutually authenticating the reproducing apparatus 
using both the first key information and second key information generated when athe 
determined result of the second determining means does not represent that the information 
processing apparatus itself should be invalidated; and 

common key generating means for generating a common key that is in common with 
the reproducing apparatus after the mutually authenticating means has mutually authenticated 
the reproducing apparatus. 

Claim 26 (New): A signal processing system comprising: 

a reproducing apparatus configured to transmit and receive content information to and 
from an information processing apparatus, the reproducing apparatus including 

a reproducing portion configured to read the content information from a 
recording medium including revocation information and information unique to the 
recording medium, the revocation information used to determine whether or not an 
electronic device is illegal, and 
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a first determining unit configured to determine whether or not the 
reproducing apparatus itself should be invalidated using information that represents 
the reproducing apparatus and the revocation information; 

the information processing apparatus configured to process the content information, 
including a second determining unit configured to determine whether or not the information 
processing apparatus itself should be invalidated using information that represents the 
information processing apparatus and the revocation information; 

a mutually authenticating unit configured to cause the reproducing apparatus and the 
information processing apparatus to mutually authenticate each other using both first key 
information generated when a determined result of the first determining unit does not 
represent that the reproducing apparatus should be invalidated and second key information 
generated when a determined result of the second determining unit does not represent that the 
information processing apparatus should be invalidated; and 

a common key generating unit configured to generate a common key that is in 
common with the reproducing apparatus and the information processing apparatus after the 
mutually authenticating unit has mutually authenticated the reproducing apparatus and the 
information processing apparatus. 

Claim 27 (New): A reproducing apparatus for a signal processing system, the 
reproducing apparatus including a reproducing portion for reading content information fi-om a 
recording medium including revocation information and information unique to the recording 
medium, the revocation information used to determine whether or not an electronic device is 
illegal, the reproducing apparatus configured to transmit the content information to an 

19 



Application No.: 10/505,175 

Reply to Office Action dated August 9, 2007 

information processing apparatus for processing the content information, the reproducing 
apparatus comprising: 

.a first determining unit configured to determine whether or not the reproducing 
apparatus itself should be invalidated using information that represents the reproducing 
apparatus and the revocation information; 

a mutually authenticating unit configured to mutually authenticate the information 
processing apparatus using both first key information generated when a determined result of 
the first determining unit does not represent that the reproducing apparatus should be 
invalidated and second key information generated when a determined result of a second 
determining unit does not represent that the information processing apparatus should be 
invalidated; and 

a common key generating unit configured to generate a common key that is in 
common with the information processing apparatus after the mutually authenticating unit has 
mutually authenticated the information processing apparatus. 

Claim 28 (New): An information processing apparatus for receiving content 
information fi*om a reproducing apparatus through transferring means, the content 
information read fi^om a recording medium including revocation information and information 
unique to the recording medium, the revocation information used to determine whether or not 
an electronic device is illegal, the information processing apparatus configured to process the 
content information, the information processing apparatus comprising: 

a second determining unit configured to determine whether or not the information 
processing apparatus itself should be invalidated using first key information, information that 
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represents the information processing apparatus, and the revocation information, the first key 
information generated when a determined result of a first determining unit of the reproducing 
apparatus does not represent that the reproducing apparatus itself should be invalidated using 
information that represents the reproducing apparatus and the revocation information; 

a mutually authenticating unit configured to mutually authenticate the reproducing 
apparatus using both the first key information and second key information generated when a 
determined result of the second determining unit does not represent that the information 
processing apparatus itself should be invalidated; and 

a common key generating unit configured to generate a common key that is in 
common with the reproducing apparatus after the mutually authenticating unit has mutually 
authenticated the reproducing apparatus. 
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